ICS 35.040
L 80
B RS :44632—2014

—_—

th A A B 3t [ 25 65 47 Al AR

L1l g

GM/T 0031—2014

ZEHEFEEZTHFEAME

Secure electronic seal cryptography technical specification

2014-02-13 £ % 2014-02-13 £ 56

ExZmEERE % %



GM/T 0031-2014

e 0RO &
7l ko HE
REBFEETHHAME
GM/T 0031—2014
opOE BR O OR AL R & AT
Jb 5T T I P X RS PG A H 2 5(100029)
JE AT P R X = L b A 16 5 (100045)
M www.spc.net.cn
B3 (010064275323 K AT : (010051780235
TR 453 - (010)68523946
rp R A R 2 B0 R T ED A
& AR A5 G 2
FFA 8801230 1/16 ERRk 0.75 “F¥ 16 T
2014 4F 4 A —RR 2014 4F 4 A5 — R ENRI

5. 155066 « 2-27012  EH 14.00 G

MEMNEZEE HBAMZTHOIER
BEE FENLR
Z$3R 1% . (010)68510107

GM/T 0031—2014



GM/T 0031—2014

&

1

=~ w Do

(@21

RIEFNGE XL wvvonevennns

gﬁﬂ]%lg

oy 1 1
6.1 HTEIE

6.1.1  Hdlak
6.1.2  HL ¥ B 5 5 IR I 7

6.2 HL T

6.2.1  Hdaig X
6.2.2 HFETA SRR
6.2.3 HFEFIRULHE

—_

Oy Oy U1 Ul Ul DD DD D



GM/T 0031—2014

i

Bl

AFRAER IR GB/T 1.1-—2009 45 t iy #1000 i 2

T T AR SO Y e N2 AT RE VD B M o AR SO & A HILAE R 7 FH R ) X 8 & R I TEAT

ABRUE B RS AT bR AL AR T B4R IR A

A bR 32 B R A A BRI DE A A R A B L T TR AR A E o A BR A R T A A
B A A7 B B L 2% R 38 A5 R ey AT BR S w) LA 5T 23 05 IRV R B AT BR AN B L i A 2R R B AT
B ] R IETCfE AR B A B A L 1l AR I 2% {5 A FR A A .

PN S s NP | B I D S I L7 = I % B 0 N IR | K IR NI 4 7 N Sl s e S -0
LB BV 11 o R T 2 L



2

GM/T 0031—2014

SEE

ABRUERLE T L T BN ML 25 5 A0 RO A A L 1 A LA AR
AR T T BN B R G IT R R

M3e 5| A

T BUSCAERS T A SR LR e AN AT AR o LR HBI B0 51 SO AT H 3 A RRAR 3 H T 78 3C

s FLR AN H 51 SO B A CRL A B A 48 B35 5 T T A Se .

GM/T 0003 SM3 % filh 22 84 vk
GM/T 0006 %65 i F AR B3
GM/T 0009 SM2 %5 fith 5 = fi FH 0 3
PKCS#1: RSA Cryptography Standard

3 ARIEFEMEX

3.1

3.2

3.3

3.4

T IIARTEAE IS T A

FE-FEIE electronic stamp
—Fh i AR 2 2 LR R A S B EDE AL A i s . o7 T2 38 7 S0

HF%ZE electronic seal

il P L B B 2 B S A

HFZEZHIE electronic seal data
AFAESESENAE R FHEFEMEAEBNEIE.

BFEIZZ% electronic seal system
U FHTHEESHE ARG ME FEFRG, P B FEHEESMAS OGS A S B T ZEH

YESAE B R T BN IR AR 55 LA S22 i iH SR T RE . R 48 S OO R P R 1 B B X A% S R T SO
7 HL 28 E R HE

3.5

#HZ= AN electronic stamp maker

LR R G0 rh HAT 46 58 A B A 1 B 55 4R EOBCRR B0 4 B 6T . A B O3 mT DU AR E A S AIE

B, B BN I RS B R BT IE B T s 4

3.6

ZZ N electronic seal signer

BT DR R G P SO AT S AR AR R R AT
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3.7

SM2 &k SM2 algorithm

— A I i 2 B R R R R B Ty 256 LB
3.8

SM3 &k SMS3 algorithm

— MR e R AL o Ol 256 LB

4 GEEEIE

T4 4 W T T A S

BMP  {i [{] (Bitmap)

GIF  [E1g a8 4% 1 (Graphics Interchange Format)

JPG  BE& K%L % 4 (Joint Photographic Experts Group)
OID X ZARIRFF (Object Identifier)

PKI N3G (Public Key Infrastructure)

5 BFEEMEBEAZENS

M s R G E R S i T A M HOR AT A & Ll R AL BOR (PRI R | B R AL B R L
Lo WA 4 MR Y1 R R R ER 2 DAL 7 2O W SORS R AT 07 48 44l 28 5 LU R SO R
PSR FCI2E LA R SCRS B 58 B8 5 By LB 6 SORS R 28 AT B 08, - (R 48 B 47 A W] A Ak

N T RO T BN SE R AT O A AR A B R B AR e T B
Kot aCo AT LU i v 28 44 R B2 (R R0 55 48 A 2 DA SN S R AR AT 2 e R UK e
TENE AR T ED R A L L RE A AR D i %) R 1 B EE R AT e MR RIE

AT PR 3 BT 2 X 45 Aol SO R AT HL 2 B A o A8 B A e i A 4 08 SR Bl A 4 E A B
AT 328 1) 5 12 58 4% 5 SCAF e 355 450 A A 1) 1) ] AP S8R & ) e SR 8807 48 44 B AR PR B T SRS Bodle 9 5
Sk e R DL R S B AAT IR T AR A

6 HEFEZZHMNAHY

6.1 BFHE
6.1.1 HEEK
HL B B A 2 R A A A 1 BT

HEFEE | B4EE

B 1 BEFHEHENEELSN

LT B0 1 ASNLL a2 W -
SESeal ; ; = SEQUENCE({
eseallnfo SES_Seallnfo, —EEER
signInfo SES_SignInfo O E R 4 1
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HAF B EpEibRil | E kS S

EIEAC PR EPSE

HE LHR

B2 HEEFEEREHE

EN# {5 A ASN.1 & X N .
SES_SeallInfo. . = SEQUENCE(

— R BN E AR R AL B RO 0 ME— R T G A

— H & L

header SES_Header, =R
esID IA5String,
property SES_ESPropertyInfo, --FlZEHE(EE
picture SES_ESPictrueInfo, -—-Hi T-EJZ K EiE
extDatas EXPLICIT ExtensionDatas OPTIONAL

}

ﬁ: ':F‘ H

esID: X 73 HL 5~ B[V 2 408l O ME — AR iR 4 1 . T T A R AR 51 HAB A5 2

extDatas: JlF /) Bl B & LHE .

ExtensionDatas :: = SEQUENCE SIZE (0..MAX) OF ExtData
ExtData ;: = SEQUENCE ¢
extnID OBJECT IDENTIFIER, —-HEXY BFERIN
critical BOOLEAN DEFAULT FALSE, —~HENY RFEEE h
extnValue OCTET STRING —-HEXY REEREIEW
}
a) HIELFL:
EN S5 B as M il 3 iR .
FRiR WRAASS | TR ID
B3 BFHELEER
FAF BB ASNLL & L h -
SES_Header . ; = SEQUENCE{
ID IA5String, - HL B 2 AR i A iR
version INTEGER, — T EIE R A S AR iR
vid IA5String —HFEIZE) R ID
}
;H;':F‘ H
ID: @%{E“ES”;

Version: i, FEIEHIERA S, <117
Vid: B FEI & TR 1D, 78 55 538 B FH TR B0 8] 0 501 T RS2 o .

b)  ENEEIEE R
BN JE MEAE B R S5 i an &l 4 Pros .

’

EpREE | ENEEARR | AR5 | HAEH

ARGE H

AR B

4 HERMEREN

F & J@ P fZ Bny ASNLT % N .



GM/T 0031—2014

SES_ESPropertyInfo;: = SEQUENCE{

type INTEGER, e

name UTF8String, &L FR
certlList SEQUENCE OF cert, 28 NGIE A3
createDate UTCTIME, —FEHIVEH B
validStart UTCTIME , - B[ B RO i H
validEnd UTCTIME —EIEARL

}

certlD; ;= TA5String

Hrprs

type: fRRENE AL, 41 1 NP EDEE . 2 A NEI &
name: 15 1) BIC 44 FR A0S N8 05 55 55
certList: F]fff JJ B[l 5 i 47 2 55 1Y 2 55 N IEH 1 3K 5
createDate: EJFE | /E H 1 ;

validStart ; B % A7 250 1R 45 B 8] 5
validEnd : B35 A7 8 4 1k i 1]

o EIERERFEE:

BN B R (5 B R S M an &l 5 B .

Bl 268 | I Bt | R 7 A9 58 B2 iy B

5 NEBRREEEY
EpE R 5 5 ASNLT & U .
SES_ESPictrueInfo.. = SEQUENCE{
type IA5String, - F2 Al
data OCTET STRING, — & F ¥R
width INTEGER, - BoR e
height INTEGER KA B EE
)
Horr,
type fRFRENF K 25, 40 GIF .BMP.JPG;
data: EPEE B A 808
width: & A R e L, B N 22K (mm) 5
height: & F B 7R & B B0 2K (mm)
6.1.1.2 HEZZER
A Z(EBEEH K 6 s,
HilE AR | SR ERR | 4

6 HEZRERSA

EN 245 445 B ASN.1 & SN
SES_SignInfo.; = SEQUENCE{

cert OCTET STRING,
signatureAlgorithm OBJECT IDENTIFIER,
signData BIT STRING

L

VN AT
-SSR R
S PN EEA )
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}

Hrp,

cert: AR XS ML+ ED 2 B0 #E 47 2 44 1Y i 5 GIE 45 5

signatureAlgorithm : fCFEZ L H % OID Fril, EHE GM/T 0006, fun,{#ifH SM2 24 4 1 OID i
1.2.156.10197.1.501;

signData . {83 il % AN} H 7 B FE 4% 20 A B0 2 {5 |8, SES_Seallnfo ., il 5 A GIE 45 28 4 B AR M35 SE-
QUENCE J5 U i 5 BN B BT 24

WS4 24 SRR AR T SM2, A GM/T 0009 ; W 2R 45 4 5k i A RSA N 384§ PKCS# 1,

6.1.2 HBFHEWRIERE

B EIE SRR AR AT
@) HiiE L B R O A% U A B
o A 1 BV A S A AT 1 B B IR R AR R AT S MLV A T B EEAR 2
2R R B R A AN A5 R D) 6 2 U 3 1] 2 i TR R B R
b) R F B R A 44 (R T A -
AR B A5 S R B AR 4 44 S An TR IR H T B R A8 44 B P Y 2 44 L A IR 5
G SR v, B B A5 7 B8 I UL 3% 1] 2R DU PR R S S IR I
) Bk AL B A A B A R
06 ] 2 I P A R 6 T 2 A A ) AE A A5 AT B R | ) 5 AR A A RO Sk
i 2 NE 5 2 75 B A B L TR T IR
LIRS NS LA T N 1V @S A EP N § N ISP 1= g B
) EeikE B R A R
R B i e 4 B A GRS B IR A2 0k H O SR R T B A R T a0
2R E - B S D 6 i 2R U 3 ] 2 T i TR AR 6 DR 5
) QS b A5 GRAER UG UL I DU FRL B AR S HLAT A RO R IR IR AR

6.2 BHFZEZ
6.2.1 HIEHER

HL 2 B R R ROAS S L HL T DR (AR A S SRR R M SR RS B IR AR B AR I
YEZq SN

HL 2 B O 2 R AR A 7 BT
WA | mFEIRE | R | FOCREE | FOUREREE | ERARTIER | AR | SR

B 7 BFEENRENEELSN

HLF 2 B HE 19 ASNLT 2 R
SES_Signature. ; = SEQUENCE(
toSign TBS_Sign, (AR
signature BIT STRING —H A EREZE
}

TBS_Sign:: = SEQUENCE/
version INTEGER, —EA{ER
eseal SESeal, —HFEIEE
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}

timeInfo BIT STRING, - EE B
dataHash BIT STRING, - SR R H
propertyInfo IA5String, - SCEUHE 1 s A B
cert OCTET STRING, - \ OO N 25 44 E 1
signatureAlgorithm OBJECT IDENTIFIER A B ERRIR

Hr,

version : {2 % 75 G 25 K WUAS 55

eseal : {3 A B L 28 T T 1% HL - B 21 500

timelInfo: f{ 3 Ha 7% % % 7 14 sf 8] 475 2, mT DA I ()38, th T LA UTCTIME B[]

dataHash : fQRFF 2 2 JF SCH) 24 2518 5

propertylInfo: f{ 3 5 SCHUE 1) R M A5 B, Sy IDL H W1 BV R SO A 8GR R 5 B L%
BRI LA I 52 25 44 R propertyInfo (i HAR S SCAT H AT E S5

cert : QR IAT A IR 28 T HAE 10 25 38 NBUCFUE 5

signatureAlgorithm : 8 £ 2 4 8k OID, # 4§ GM/T 0006, N, ffi il SM2 &4 # OID 4 1.2.
156.10197.1.501;

signature: f8 R &5 AN HL T2 3 Bl 4% 2C P RROAS 5 L HL T EREE LB RIAE B LR S04 AL R SCJE
TR IE AT V24 B AR R 1 25 B B TBS_Sign T RUF 54 .

AR 285 24 S Al A SM2, W34 GM/T 0009 5 4n 2R 4 44 53 ff A RSA, W% 9F PKCS# 1,

JESC A% 5 EL T SR FH 1 24 3 S0k I 5 P 7 2 3 25 40 BT DR — 30 SR 48 44 B 02 SMI2, T 40k 5
R SM3 5k 8 AF GM/T 0003 4n 2R 25 24 539 08 RSAL W Z4 2 50k v ok F SHAT 5% SHA256 5.
2, FLAKR S DA L 1 [ B s o4

6.2.2 BFETLERIRE

CENSREG Ve SR (1
@) PEPEUIEAT A B R A IR O S 4 5 AIE B A R

b)
c)

d)
e)
D

2)
h)

0k 28 B R 5 A R 30 R I A D A 45 U AR AR AT BE I R L UE A A A B R S B
B VEAITE R ARG . AR AR T AE A B0 2R U 3R (8] 55 TR AR A R R

AR T BB L 42 [ 6.1.2 96 U B R Y 5 R IR FIAT S

BRI, B R o 48 B AR A8 3R L P IR ) i 4 B IR A58 — ST IE A B ki ke
X BN B AIE 15 2 R A 28 2 AE1 51 R

AR SR HE T 2 M e 5 AN TE B 3 25 3 [0 WU B PR 53 1 2R G A

AR SRR PR O 2 B I A5 SAAT SR L 2k A 4R AR TS BOIE A5 e X 2R W b IR 5 R A A B
B PR EDR AT A R AR R R

2 i propertyInfo {5 B H 9% 44 DR 3730 AR TR 28 42 B3

B 8 26 2 D SCROHE BEAT A B2 ia OB USSR R (L

$2 1L e 7 2 T Rl A L e 1 4 40 Ml

TR 25 24 B AL A A 5 LT B IR E B RSO (R SO PR A R R IE S VB 4
CREN /A

28 B N\ 2 44 B BEAT BT A 4 A O TR A A

2 IR 28 BB A U S LR RO T R B T4 R

6.2.3 BRTFEEWIERE

B UE R AR AT
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g)

GM/T 0031—2014

0 UE FE, - 2 7 Bl A% =0 A R

R A5 L 25 B SRV A AT HE P S B e . SR 2 el T B R O A ORI T 5

TE R WO R H ik i R

U HL T2 T 2 4 (A S IR -

IAHEL 28 35 B A AR IR 56 TE B L 1 50 M AL AR L T B EE LR R A R L R S0 2

BAE R SCR RS B BT ANUE 222 SR AR U B0 UF H 28 75 25 44 YR A5 E

N SR8 22 1 30 TIEAS T 5 00 365 31 2 DG, 44 2R 0 D PR Tl | 22 0 O R H B6 A

AN DN/ T R Ve

I HE 25 5 HOE AR AR 2 T N BUTIE 1S L B0 IR 25 35 AE 5 A 850 L B 0 A A AL 8 L E B A AT B

B E IE A5 A SO S0 E L UE R A A A S PR R S I

TN SRR T E 5 {5 AT 4 50 00F 55085 B FH O TE B 5 3500 48 B AE 5 A RO 56 I 2R T, )R [l R

W5 PR 3R S 50 R

NG BT E B A RO SOIE TR S B B 800 & 3 AUE 5 A R 56 I e W, W) AA R i —

4 A A T R EA T 25 A A E .

6 IE 25 55 4 B () A R

MR8 2 B N B 4578 5080 A el 28 35 v g s ) £ 80 R AT b X ) R 8 198 I ) b

1) SR 5 )4k F 2 55 NBCFIE 1A RUW N L O HLUE A 80 W 24k 82— AP HIE

2) 0 A T I )R TE A B BT UE AR A RO P )28 B TE R e 2 T 3R ] R s TR O R
I UE AR

3) AL T ) A T A EE N BT UE A RN N (HR IR R A R R Y 04
R TCR s B TIE R L 3R [0 4 T D PR 3R S 68 U

A) G A ) Ak T A B NBCTUE A RO R R AR A R R A U Ak ek
HE— LB,

0 UE JE S0 2% 0

1) M propertylnfo {5 B i 25 2 LR 4738 Bl AR HURE 50 UE J 3¢5

2) W R S0 i SCRHE AT 2 08 B T R I R S A R

3)  ARHEUHL 25 T RS T D SO A R (E 5 AR I UE D S 4 (R AT R ) L X AR L xR
T, D0 b~ 2 5 6 U 2 TG AR [ 2 T D R 3R S 6 F G A

50 F L 5 B RS A A R

TS AR RN A R 6. 1.2 I UEEN FE A A AE . FRAR A L 4 b A B )4 R I 4

A S

T 5 28 B i () AR Ak B A RO P DU B JE K 56 UE R T 5 R [ 2R 5 PR 3R S 0 I R

AR bR 2528 BRI UE 38 280 T 4 HE - 25 3 B0 IR 45 SR O A A% T IE R IR Y B IE R R .
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